Evaluating Recommender System Stability
with Influence-Guided Fuzzing
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Small modifications to a dataset can cause drastic recommendation
changes, negatively impacting users and businesses.

How can we cost-effectively find small dataset modifications that
induce such drastic recommendation changes?
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1. Infer approximate model of the
Implicit relationships learned by the
recommendation algorithm.

3. Compute the distance between
recommendations before and after
dataset modifications to  assess

2. Leverage inferred model to generate
dataset modifications that are more
likely to induce instability.
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value to a random item for the

most influential user.

Remove a rating from a
random item for the most
Influential user.

\ x Remove a rating from the dataset.

®
-3

il

IY(uw) = [{u'|rank(i,u") #LA rating(u, i)}

A user that rates items recommended to

€ Change a rating in the dataset.
other users is influential to the system. J & 8

Add a rating for a random
user, with a random value, to
the least influential item.
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