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A New Perspective for Adversarial Attacks on Autonomous Systems
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Adversarial testing tends to focus on DNNs in isolation, environmentally-situated

to the exclusion of system state and system behaviors. adversarlal perturbatlon is sensed & processed
by the system depends on system state.

Single-image error can't
guarantee misbehavior or
generalization of the
perturbation to other
iImages.
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Original output: 0.013

Adversarial output:

Perturbations over a
sequence of images do
not account for the effect
of that perturbation on
the system.
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live-state

Solution

@ Build sequence and constraint vector

Iterative Perturbation with Sim-in-the-Loop

1. The simulator captures the system live-state. + 81 5 %,
2. This state is added to the sequence of images = : ?—[}
and input constraints. 0.
3. Generator of Perturbation over a State
Sequence (GPSS) uses the updated sequence, Update
DNN, and a goal state to update the Sperturvator ®§t,§ﬁlat,on 3
perturbation to pursue that goal state in the f,—> Simulator -(cc,::
hext timestep. @
4. The generated perturbation is injected into the _c:(5>
simulator & the process is repeated. @) Inject into 'g
simulator e —— Q
Generator of Perturbation over a State Sequence (GPSS) | [gfo=® S

Property 1: A system input influenced by the perturbation is
bounded by the system states reachable from the current live state. — 0; = system.state.bound(6;)(where 8; = DN N (img; + pert;))

Property 2: The perturbation must maximize state change toward , argmax (L(DNN(img;)), (DNN(img; + pert;)))
the goal state. pert;—goal

Property 3: The resulting perturbation must be consistent over time ,argmm(z L(DNN/(imgt + pertn), DNN (img: + pertt)))
and space. perin

Results

Left:

Effect of perturbation for Deepbillboard
and GPSS. Road is defined by orange
lines, billboards are in red, the thick blue
line is the normal trajectory, and the thick
green line is the collection trajectory.

Below:

Physical & DNN measures of perturbation
effects for best-performing perturbations
of each technique over 100 runs.

DeepBillboard | GPSS
265 270 275 280 285 250 295 300 265 270 275 280 285 290 295 300 Avg. dist. from 1.101 1.812
expected traj.
Average case run for Deepbillboard. Average case run for GPSS.
Mean angle error | 0.007 0.117
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